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GENERAL QUARTERS IS A NINETY-SIX-HOUR CRUCIBLE FOR INCIDENT COMMANDERS.

What gets examined afterwards is what you decided, and when. Two scenarios: Banking (file-transfer breach) and Healthcare (ransomware attack).

6 DECISIONS 18 EXHIBITS — 4 CLOCKS
Under pressure ( To read and redline Regulator deadlines

)
F =7 /"il"\ 1
a3 | L +e4:00 S HONA @ 36060 B

) Sl




The same breach yields entirely different consequences based on when you act.

We watch two commanders replay the exact same threat matrix starting at T+00:00.
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The regulatory clocks run from when examiners say you knew, not when you declare it.

Holding the word back for two days does not move the deadline. The simulator dates your “determination” strictly from the internal bridge notes.

Bridge Notes: |
| _E:a:filtratmn Confirmed
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Hidden Reality: When examiners prove you knew,
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Four relentless clocks run on the board while you work.

Nobody reminds you. You file each one yourself, at the hour you choose.

36h from determining
a notification incident

72h from determining

a cybersecurity incident
(including third-party)

4bd (business days)

from determining material impact.
Must come without unreasonable delay.

24h countdown.

Opens only if payment is made,
written justification due in 30 days.
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Survival requires finding the blocking answers
hidden in the document tray.

Every inject lands new intelligence on your desk. The vendor is evasive. Counsel is cautious.
An analyst closed the SOC ticket that mattered: “Consistent with month-end backlog. No action.”

T+32:00 - TUE 14:00 ET
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One sentence is only safe to keep if your own
prior actions made it true.

You must mark up the draft SEC Form 8-K (Item 1.05) and the customer notice
sentence by sentence.
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Six sequential calls force competing priorities
into direct conflict.

Earlier choices change what lands later. Hold the vendor open, the stolen dataset grows.
Pay the ransom, the data surfaces anyway.
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First word: |
Cut the vendor vs. Keep - e
1,900 payrolls moving T+06:0C
(CISO against COO) Scope: E T+72:00
Determine now vs. T+18:0C The vendor:
Wait for certainty The note: Continuity

(Risk against counsel) $14M extortion +30:00 against control
S Ltl.“ resolved The board:
sanctions nexus i 2
(CFO against GC) Mﬂ}ﬁ";ﬁ.',;’g,gm-
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against judgment) Sg?#'!gms
Say nothing

(Press deadline g@:ﬂﬂ}
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The after-action stands as an immutable
record of your oversight.

At stand-down, findings are graded exactly as supervisory examiners grade them.
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A sealed, cryptographic ledger of every choice

made under pressure.

Each entry is SHA-256 chained to the one before it. The final export is a permanent

evidence file: studio.evidence.v1.

T+00:45
Decision A '
(sever integration)

Hash: a41f0c29e7b3... :

T+06:00
Decision B

(determine now) _
Hash: 5d92b17ac0e4...

T+06:00
Filed (Federal
Reserve, on time)
Hash: c3e8f6014b2d..

1+90:00 - FRI 00:00 ET



Built strictly for the people whose names go
on the filings.

There is no attack to stop and no keyboard to grab. The skills exercised are the ones
examined afterwards: timing, judgment, disclosure, and oversight.

ﬂiﬂ e ; Boards & Audit Committees

Practice materiality calls and
- critical disclosure review.

| hearse determinations and
sanctions exposure on extortion
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Monday, 05:58 ET. A vendor email arrives.

Ninety-six hours. Eighteen exhibits. Four clocks.

The breach is already done. The record of how you handled it is not.
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Nothing 18aves the pags
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